Permission / Roles
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Airlock Console
Administration tab
Organization
View organization
Edit organization ] Oogdno
Delete organization ] Oogdno
Administrators
Invite administrator O OooooOono gooood
Manage administrators
- Including edit tenant access O OgOooooO gdooog
Tenants
Create tenants D
View tenants (provided tenant access)
Billing Reporting
View billing reports (of all tenants) O oo ogod
Tenant Usage Reporting
View tenant usage reports D D D D D D D
OAuth 2.0 Clients
Create OAuth 2.0 clients
A\ Warning: Users with this permission
effectively gain the union of all permissions
granted by OAuth 2.0 client scopes. ] Oooogo OoOoooo
Edit OAuth 2.0 clients 0 oooog ooogo
Delete OAuth 2.0 clients O OooooOono OooooOofd
Read OAuth 2.0 clients O OO0 O gooood
Configuration tab
Getting started
Perform Getting started O Oogd OooooOofd
Create test users O Oogd gooood
Tenant configuration
Configuration files
Upload configuration [} Oooooogo Oooog
Custom domain
Read host permissions [} O Ogooo0og
Edit host permissions [} ogd gOoono
TLS settings
Read TLS configuration O O gooogd
Edit TLS configuration O 00O goog
Log forwarding
Read log forwarding O O gooogd
Edit log forwarding O 00O goog
Tenant management
Config activation
Activate tenant O Oooogd O oo
User management
View users O O gooog
Vault
Create vault entry O Oogd oono O
Delete vault entry O Oogd oono O
Edit vault entry O Oogd oono O
View vault entries O O RN O

Tenant settings



Edit tenant
Delete tenant
View tenant (provided tenant access)

My Account

Read personal information
Change own password
Manage Airlock 2FA Devices
Manage own mTAN number
Manage passkeys

Tenant IAM Adminapp

User Management

List Users

View User Details

View User Logs

View User Context Data

Display User Management Extensions
Edit User Details

Edit User Context Data

Delete User

Add New User

Lock User

Unlock User

Manage OAUth 2.0 User Consents

Password Management
Delete User Password
Generate Or Set User Password
Trigger Password Reset

Authentication Token Management
View Authentication Token
Edit Authentication Token
Delete Authentication Token
Activate Authentication Token
Deactivate Authentication Token
Generate Token Activation Key IAK
Token Management
View OATH OTP Token Secret
View Airlock 2FA Activation Secret

e N\ N 1T
List Maintenance Messages
Edit Maintenance Messages
Delete Maintenance Messages

Management IAM Adminapp

User Management
List Users

View User Details
View User Logs

View User Context Data
Edit User Details

Edit User Context Data
Edit Username

Delete User

Add New User

Lock User

Unlock User

Password Management
Delete User Password
Generate Or Set User Password
Trigger Password Reset

Authentication Token Management
View Authentication Token

Edit Authentication Token

Order New Authentication Token
Cancel Authentication Token Order
Delete Authentication Token
Activate Authentication Token
Deactivate Authentication Token
Generate Token Activation Key IAK
Token Management

View OATH OTP Token Secret

View Airlock 2FA Activation Secret
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